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The 24-hour question:
where has your data
moved to today?

Controlling where sensitive data lives is only half the
battle. The other half is what happens to it the moment
someone opens, copies, shares, or uploads it and
whether anyone notices.

Most organisations find out about a
data leak the same way they find out
about a traffic incident, after it’s
already happened.

INSIGHT is the speed camera.



The Monitoring Gap

The average Australian
organisation takes months to
identify a data breach.

INSIGHT changes that to minutes.

GuardWare’s DISCOVER tells you where your data is. But
data moves. Every day, across every channel your
people use to get work done and many they're not
supposed to. The moment you finish mapping your data
estate, it's already changed.

In the first half of 2025, human error accounted for 37%
of all Australian data breach notifications reported to
the OAIC, up from 29% the previous period. OAIC That’s
not a technology failure. That’s people doing their jobs,
making mistakes, taking shortcuts, and using tools that
security teams don’t know about.

The hard truth: most organisations don't have a
detection problem. They have a timing problem. By the
time a data movement event becomes visible, it’s
already an incident.

“The incidents that cost the most aren’t
the ones you find quickly. They're the
ones that were already happening before
anyone thought to look”.

Rizwan Mahmood,
Co-Founder & CEO, GuardWare

The four ways sensitive data leaves
without permission:

() Human error at scale.

- Emails sent to the wrong person. Attachments
copied to personal drives. Files shared with
"anyone with the link.” These aren’t malicious acts,
they're Tuesday. Human error accounted for 37% of
all Australian data breaches in 2025 with phishing
alone responsible for 12% of all incidents.

(Office of Australian Information Commissioner)

O Shadow Al and unsanctioned tools.

- Your people are using Al tools to summarise
contracts, translate documents, and draft
proposals. They're not doing it to cause harm,
they're doing it to be productive. But sensitive data
fed into an unsanctioned Al tool is sensitive data
that has left your environment, with no audit trail
and no way back.

O Insider risk, intentional and accidental.

- Malicious insiders are a real threat, but they're
outnumbered by well-meaning employees who
don’t understand the risk of what they're doing.
Both need to be visible. Neither tends to be.

i) The work-from-home blind spot.

- Remote work permanently expanded the data
perimeter. Employees working from home use
personal devices, personal cloud storage, and
home networks that sit entirely outside traditional
DLP controls. Most monitoring tools go blind the
moment someone closes the office door.



What Changed in 2026?

The perimeter is gone. The data kept moving anyway.

Traditional DLP was built for a world with a clear
boundary, a corporate network, a managed device fleet,
a predictable set of applications. That world no longer
exists, and the gap between how data moves and what
security teams can see has never been wider.

() Shadow Al has changed the threat surface

: overnight.
In 2026, employees don’'t wait for IT approval to use
Altools. They use whatever helps them work faster,
browser-based Al  assistants, third-party
summarisation tools, Al-powered translation
services. Sensitive data flows into these tools
constantly, often without the employee
recognising the risk. Without visibility into Al usage
at the application and web level, security teams
are effectively blind to an entirely new data
movement channel.

f) The "Al speeding ticket” problem.

. When risky behaviour occurs, a sensitive
document uploaded to an unsanctioned Al tool, a
contract emailed to a personal address, someone
needs to know about itimmediately. Not in the next
audit. Not in the next quarterly review. Now. The
behaviour that creates the most risk is the
behaviour that currently receives the least
real-time accountability.

f) Modern work is frictionless by design.

. The tools organisations use to drive productivity,
Microsoft 365, Teams, cloud storage, SaaS
platforms, are built to make sharing easy. That’s
their value. It’s also their risk. When sensitive data
can travel from a SharePoint folder to a personal
Gmail in three clicks, continuous monitoring isn’t
optional. It’s the only way to maintain visibility at
the speed work actually happens.

57%

of Australian data breaches
inJan-Jun 2025 were
caused by human error, the
highest proportion
recorded.
(OAIC, 2025)

1,113

data breach notificationsin
Australiain 2024, the
highest annual number
since the NDB scheme
began.
(OAIC, 2024)

AUD

4.26M

average cost of a data breach
in Australia. The cost of not
knowing is higher than the
cost of watching.
(1BM, 2024)



Continuous visibility across every channel where data

leakage actually happens.

INSIGHT is next-generation Data Loss Prevention built
for the reality of 2026, where data moves across
endpoints, cloud platforms, personal devices, Al tools,
and home networks, often simultaneously, and where
the difference between a near-miss and a notifiable
breach is how quickly someone was alerted.

It doesnt replace your existing security invesetment. It
works alongside it, closing the blind spots that most
tools leave open, and adding the real-time behavioural
monitoring layer that turns incidents into learnings
rather than headlines.
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) 24-hour monitoring across all channels.

: Endpoints, file shares, M365, cloud drives, email,
web activity, Al tool usage, USB transfers, printing,
and work-from-home environments. No gaps.

> Alerts that reach the right people, immediately.

- When risky behaviour is detected, notifications go
to the employee, their manager, and the security
team, simultaneously. Accountability at the point of
action, not after the fact.

D Automated user education at the moment of risk.

- Rather than blocking access and creating friction,
INSIGHT triggers automated education when risky
behaviour is detected. The goal is behaviour
change, not workplace restriction.

j Works alongside your existing stack.

: INSIGHT doesn’t require a clean-slate replacement
of your current tools. It deploys as an additional
monitoring layer, operational quickly, with no
disruption to existing infrastructure.
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What INSIGHT Does.

Every channel covered. Every risk visible.

>

24-hour monitoring across all channels.

Endpoint DLP Monitors data activity on corporate
devices, file transfers, application usage, USB
connections, print activity, and screen capture, 24
hours a day, whether the device is in the office or at

home.

ek

™
Al Tool Visibility and Control.
Detects and monitors the use of Al applications and
web-based Al tools, including shadow Al, across
corporate and personal devices. Identifies when
sensitive data is being fed into unsanctioned
platforms, with real-time alerts to security teams.

D E b

M365 Security.

Deep integration with Microsoft 365, monitoring
SharePoint, Teams, OneDrive, and Exchange for
unusual access patterns, bulk downloads, external
sharing, and data movement that falls outside normal
behaviour baselines.

Vi

User Activity & Cyber Awareness.

Automated user education triggered at the point of
risky behaviour. Employees receive contextual
guidance in real time, building a security culture from
the inside out, rather than relying on annual training

that people forget by Thursday.

Email Monitoring and Control.

Email DLP Monitors outbound email activity including
attachments, forwarding patterns, and personal
webmail usage. Catches the accidental send and the
deliberate exfiltration, before they become a
notification.

Cloud & SAAS Monitoring and Control including
encrypted chats.

Visibility across cloud storage, SaaS applications, and
personal cloud usage (Google Drive, Dropbox, personal
OneDrive). Identifies risky data movement into
unsanctioned environments including monitoring and
control of data being shared using highly encrypted
chats like WhatsApp, WeChat, Signal..

Work-From-Home Security.

Extends monitoring to remote and hybrid workers,
covering home network activity, personal device
usage, and remote access behaviour. INSIGHT
closes the gap that opens the moment people leave
the office.

=

Unified Risk Dashboard.

All security risks, across all channels, visible and
managed from a single dashboard. Ranked by
severity, with drill-down capability into individual
events, users, and data types, so security teams
always know where to focus first.



How It Works.
Four steps from exposure to accountability.

o Monitor. o Detect and Block.
Continuously monitors data usage across all

}?,)) N Identifies risky handling of sensitive data in
corporate and non-corporate sources, @ real time, unusual access, bulk transfers,
endpoints, cloud, M365, email, Al tools, USB, unauthorised uploads, shadow Al usage, and
print, and web activity, 24 hours a day. behaviour that deviates from established
baselines.
Alert. o Educate.
Mitigates risk through timely, targeted alerts, Drives cultural change through automated,
notifying the employee, their manager, and contextual user education delivered at the
the security team simultaneously at the N2 point of risk. Behaviour modification through
moment the event occurs. Not in the next accountability, not through blocking, not
report. Now. through restriction.

Technical Architecture.
Built for how your organisation actually works.

Management Layer

Single Unified Dashboard

All Risks Types Across All Channels

Endpoint Monitoring Layer — Corporate Application Layer
AgentDeployedon Corporate Devices  ........... QY ------------ «  M365, Saas, Apps, Cloud Services, Corporate
Continuous 24/7 Monitoring ﬁﬁ

Activity Coverage Layer Security Intelligence Platform Al Usages Monitoring

USB, Printing, Local Files, Work FromHome . . . . Unified Monitoring Engine = S Browser-Based Al Tools

Devices o > . Risk Detection & Behaviour Analytics . Application-Level Al Usages
HBA&d y

Online Activity
“Peoocos -, Web Browsing, Chat Apps, Cloud @ P77 ’

Platforms, Personal Email

Alert and Response

A

Real time alerts to employees ’f@; Managers and Security Teams Automated ‘ User Education at Risky Behavior
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Simplifies Compliance with various regulations and standards.

The information risks
INSIGHT mitigates.

Where is your sensitive data right now?

O are your users putting your data at risk?
© Human error exposure

@ Risk from Al tools

@ Use of personal apps and cloud storage
© Malicious insider activity

© Work-from-home security gaps

@ Shadow IT and unsanctioned application usage

INSIGHT is step two.
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“The uncertainty that makes breaches expensive isn’t just
about where data lived, it's about what happened to it
INSIGHT exists because the
question 'what has your data been doing today?' deserves a
real-time answer, not a retrospective one.

between then and now.

Monitoring shouldn’t exist to catch people out. It should
exist to protect them from the consequences of mistakes
they didn’t know they were making and to change the
behaviour that creates riskin the first place”

Rizwan Mahmood,
Co-Founder & CEO, GuardWare

Together, the suite gives you control end to end.

GuardWare’s Data-Centric Security suite is designed as one operational
sequence, find, monitor, and protect your sensitive data across its entire

lifecycle.
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GuardWare @ GuardWare GuardWare
DISCOVER INSIGHT PROTECT

FIND AND CLASSIFY

Map sensitive data across all
repositories, including M365.
Know what you have, where it
lives, and what needs to be
tightened first.

FULL MONITORING AND CONTROL
ACCROSS ALLCHANNELS

Extends visibility beyond M365 to
endpoints, cloud platforms, Al tools,
USB activity, web traffic, and home
environments. The complete

ENCRYPT AND CONTROL
Persistent file encryption so
sensitive files remain protected
even when they leave your
environment, with remote key
revocation for every file,

picture, across every channel where
data moves.

including files already shared
externally.



GuardWare
INSIGHT

Stop finding out about
data leaks after the fact.

INSIGHT gives your security team a 24-hour view of

how your sensitive data is actually moving, with real-time control and alerts,
automated user education, and a single dashboard that covers

every channel where leakage happens.

Your one-stop next Gen DLP solution.

guardware.com

Q@® +61-285518500

® sales@guardware.com.au

BOOK A DEMO
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